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Helping to keep your
children safe online




elping to make the internet
at and safe place for children”

==




Adults often
have anxieties

about new
media...

3 that’s already in the world when
you’re born is just normal;
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“Anything that gets
invented after you’re thirty
is against the natural order
of things and the beginning
of the end of civilisation as
we know it ...until it’s been
around for about ten years
when it gradually turns out
to be alright really.”

Douglas Adams



Why is internet safety important?

Why is the internet so great?

What are the risks?

What about mobiles?

Know IT All - what can parents do?



Why is internet safety
important?




* The amount of time 8-115 and 12-155 spend online
has more than doubled since 2005... The amount of
time 8-115 and 12-155 spend online has more than
doubled, from 4.4 hours a week in 2005 to 11.1 hours

- However, there has been a decrease since 2014 in the
number who trust their child to use the internet
safely Since 2014, parents of 3-45 (44% vs. 56%), and
5-155 (78% vs. 83%) whose child goes online are less
likely to say they trust their child to use the internet

S fely.
Statistics ey
* Parents are more likely in 2015 than in 2005 to believe

that their child can get round parental controls In
2005 very few (5%) parents who were using blocking
controls or software said their child knew how to get
around those controls. In 2015 29% of parents of 8-
15s said they thought their child would be able to
unset, bypass or over-ride home network-level filters,
and 21% thought this about parental control
software.

Ofcom Children and Parents: Media Use and Attitudes Report 2015



Different

usage PARENTS YOUNG PEOPLE
Mostly email & web Interactive chat, IM,
for research Music, Games, Blog

Know IT All

28% of parents who use the internet describe themselves as
beginners compared with only 7% of children




lronment

WEB v 1.0

WEB v 2.0

||~ + Uploading

||~ + Creating
||~ + Personal

edia ||~ + Converged media

||~ + Truly interactive
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IN SCHOOL OUT OF SCHOOL
Supervised, filtered Often no
& monitored supervision, filtering

or monitoring

»>30% of students report having received no lessons at all on using the internet.
»>79% of young people use the internet privately without their parent’s supervision
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KNOWLEDGE WISDOM

Many children pick Understanding how
up technology to behave in a
quicker!

Knowledge

vs. Wisdom

- ‘ virtual world

Know IT All

69% of young people say they mind their parents restricting or monitoring
their internet usage!
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Why is
the
internet
SO great?




: !

L !

= Email/chat = Blogs (web log)

= VoIP - Skype * Vlogs (video log)

= Instant Messenger || = Web sites

= Multi-user games = Text & pictures

= Social networks = Music/photo/video
Brings people Anyone can

together become a publisher




Connect:
Instant

Messenger
(IM)

*This app is meant for kids below the
age of 13 and to be used under
parental supervision

A parent creates the kid’s account and
gets to choose the kid’s username
*Parents can set ‘Curfew Time’ during
which the live chat will not work
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Connect:
Social

networking
sites







Potential risks

Rap lyrics

Learn more about

s are not clearly labelled making it difficult for children and adults to

ave come into contact with online pornography accidentally.

aged 9-19 trust most of the information on the internet.
- 1/3 of young people have received unwanted sexual or nasty comments online. Only 7% of
parents think their child has received such comments.
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20% of children claim
they mustn’t fill in
online forms, compared
with 57% of parents who
do not allow it.




Content
viewed

Know IT All

® Inaccurate content
® Extreme material

@ Pornography
® Fake News

-19 trust most
the internet

ave come into
bornography.
hink that their
graphy on the

e, White Wemen Awake! ),
W gave the White Race! W

Creativity for Children
¥ Their Future - Our Future

. wwwaweotecom/kids




® Social networking sites

Contact risks ® Instant messaging (eg
Whatsapp, Snapchat,

messenger)
® P2P (filesharing)
@ Multi-user online games

@ Chat rooms

Know IT All

hat they have given out personal information
5% of parents think their child has given out such information




Connect:
Social

networking
= <> kiwi

g om 69. le Talk to strangers!




Live.ly

music.ly

Live.ly, the live-streaming video app, is relatively new. It was released in
May and racked up more than 2 million downloads in a month.

As we've all seen, there's a soaring popularity for live-streaming social
media with Twitter's Periscope and Facebook Live. While musical.ly focuses
on music, live.ly gives musers free reign on what they want to share with
fans and allows musers to communicate with fans in real time. Musers can
pick from a variety of categories, including makeup, life, sing, dance, etc,,
to tag in their live videos.

So are these apps safe?

Probably. You'll want to make sure your child disables location services for
the app in his or her phone settings. Then in the app, you'll want to turn on
three tabs in the app settings:

1. Only friends can direct.ly me
2. Hide location info
3. Private account

For live.ly, stress the importance of being smart while using the app. Live
streaming is exactly what it sounds like; your kid will be live on the
Internet, without the ability to edit the video before others see it. Location
of the live-stream is also crucial as it can give away information about
where your kid lives and spends time.

Musical.ly is obviously a music-based app, but not all the songs
are kid friendly. There are dozens of song categories to pick from
and what seems like millions of songs, so your kid probably isn't
going to be singing Disney songs.



See the World Find Your Friends

See Snaps of events, breaking news, and You can also choose to share your
more from around the world. location.

WILTON
WISTORIC
DISTASCY

Who can see my location on the Map?
Only Me (Ghost Mode)
My Friends

Select Friends...

Snapchat

< Settings

Your location updates while you have Snapchat open.

Ghost Mode

. i a 0
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‘Nelson Primary School
Inspiring Ambition, Achieving Success

Napier Road, East Ham, London, E6 2SE
’ Telephone: 020 8472 0642
S. Silk Fax: 020 7345 1816
N E-mail: info@nelson.newham.sch.uk
\Waebsite: www.nelson.newham.sch.uk
fax@nelson.newham.sch.uk

Blue Whale Game

Blue Whale
Game?

'ing the game and take place over 50 days. . They start quite small such
1 h-a;h'orror"ﬂlm, The challenges get worse and worse until they are
‘of a blue whale into their own skin. To win the game the player is asked



Calculator%.

Audio Manager

Apps lock &
Gallery hider




What doYOU think is the
biggest risk to children online?




Cyberbullying?

Reasons for contacting helplines April - June

CYBERBULLYING
LOVE/RELATIONSHIPS/SEXUALITY (ONLINE)
PRIVACY (ABUSE OF PRIVACY)
POTENTIALLY HARMFUL CONTENT

ONLINE REPUTATION

TECHNICAL SETTINGS

SEXTING

E-CRIME

EXCESSIVE USE

PRIVACY (HOW TO PROTECT IT)

UNSOLICITED CONTACT FROM STRANGERS (OTHER THAN...

COMMERCIAL RISKS/THREATS

ILLEGAL CONTENT, REFERRAL TO HOTLINE (SEE REMIT OF...

GROOMING

SELF-HARM

SUICIDE

SEXUAL HARASSMENT

EATING DISORDERS (BULIMIA, ANOREXIA)

2016

6%

8%

10.60%

10%

12%

14%

17.76%

16%



Prejudice Hacking

Threats

Manipulation

y /v," Exclusion

Public postings

What is

Cyberbullying?

Stalking



timidation

people by mobile phone, email, or online.
stalking

longed, unwanted contact or monitoring of another

efamation / prejudice-based bullying

general insults or racist, homophobic or sexist bullying
eer rejection / exclusion

sed group refusing to acknowledge one user on purpose
unauthorised access and impersonation

nding out or guessing a username and password.

g, sending or forwarding information or images
rmation on a website.

tting people to act or talk in a provocative way.

Safe to Learn: Embedding Anti-bullying Work in Schools. DCSF 2007



e 24/7 contact
No escape at home

e Impact
Massive potential audience reached
rapidly. Potentially stay online
forever

e Perception of anonymity
More likely to say things online

 Profile of target/bully
Physical intimidation changed

e« Some cases are unintentional
Bystander effect

e Evidence
Inherent reporting proof




Advice for

parents

Be careful about denying access
to the technology

Understand the tools

Discuss cyberbullying with your
children

- always respect others

- treat your passwords with care
- block/delete contacts & save
conversations

- don’t reply/retaliate
- save evidence
- make sure you tell

Report the cyberbullying
- school

- service provider

- police



What about mobi l_es?




The pros and cons

Connect Create
Content Contact

Personal Away from supervision

Discover

Commerce

. Portable Always on and reachable



© Know how your child’s phone works (e.g.
Bluetooth, Internet access, WIFI code

© Agnree the type of content that you would
be happy for them to download, knowingly
receive or send on to others .

© Save any abusive messages/inappropriate
images for evidence purposes .

© Decide together what are acceptable bills
Inc In-app purchases

: You can control spending on in-a
Mobile Burcha_ses by turnping thegm off corpnppletely or
y asking for a password to be entered
every time. This will mean that your younger
children won't be able to download apps
without your permission.

- Some free apps make money in different
ways, building up bills without you even
realising it. PhonepayPlus has more
information on in-app purchasing.

phone advice

© Encourage balanced use — switching off at
mealtimes, bedtime.


http://www.pitda.co.uk/supporters/phonepayplus

OurPact

Apps —who
is in charge?

OurPact is'a simple parental contrelf@pp that allows parents to
limit screentime by blocking internetand app access:



SelfieCop reminds kids to STOP-&-THINK
before taking or sharing photos or videos.

)

STOP. FHIN
selfie [ SEC UALLEE
co lEyousshare this photo,
P :
you can never take it back.

For example, the Parental Control SelfieCop reminds kids that any
SelfieCop teaches kids to use their photos or videos they take may
phone’s built-in camera safely. ultimately be seen by anyone.

SelfieCop also allows parents to
monitor their child's images to help
safeguard behaviour.

Download the SelfieCop apps for free at www.selfiecop.com



Parents warned to delete app ooVoo from their children’s
smartphones

1509, 15 MAR 2016 UPDATED 15557, 15 MAR 2016 BY EMMA GILL . »
The warning comes from school bosses after pupils were sent explicit images on the

app

GC Children in North East Lincolnshire targeted by _
online sex pests using ooVoo

By Grimsby Telegraph | Posted: March 02, 2016

Update

yourself!




Type and select network Explore all networks

O, © NSPCC NetAware))) Qe =

v

£ View all networks

ooVoo

Voice calls | Video chat | Messaaqing

Minimum age
What do you think is the right age for ooVoo? Share vour
thoughtswv

ooVoo is a video chat app. It lets you make video calls, voice calls and send texts to friends
and family. You can also start a group video chat with up to 12 people. The default privacy
settings are set to 'public’, so you can talk to people you don't know, but they can be
changed so that you can just talk to your friends.

What do | need to know about ooVoo?
We've joined forces with O2 to find out what parents of 8-12 year olds think about ooVoo. We've also
asked young people what they think. Here's what they said:

Children’s views 6

What do children and young people say to look out for:

23% of the children and young people we asked think ooVoo can be risky. The top 3 concerns were:
« some of the features lag
« talking to strangers
« advertising.



Join a community of
1,000,000 people




Checklist of
questions for

mobiles

BUYING A MOBILE PHOMNE?
DO YDU KNOW WHAT YOU ARE GETTING? .

Mobile Operators Code of
Practice

Services to protect children that
operators are committed to
including.

Childnet’s Checklist for parents

To help parents ensure that these
protections are in place.
Questions include: How can | turn
Bluetooth off? Can | put a bar on
premium numbers?



What can
parents do?




O\/ common
Sen(?e We rate, educate, and advocate for kids, families, and schools Search our site n
medla®

Reviews Top Picks Family Guides Parent Concerns Videos Blogs Education Kids Action Latino Donate

Parenting, Media, and Everything In Between

O, © NSPCC NetAware))) Qo oot > EEE=

Your guide to the

e e e A social networks
Got a question? g{;gf%!ﬁ:gfd hemper
safe in today's digital worl
Whether you want to setup
parental controls, ad;ust pnvacy

settings or get advice on social
; 'nehfvoﬂ(s experts from the 02 &
NSPCC are here to help.




www.internetmatters.org

Parental controls setup guides for the major tablets and smartphones:

g L

Apple IPhone Apple IPad Android Moblle Android Tablet

Parental controls setup guides for the major gaming consoles:

2 - ~r3  ~2ra  Wii
XBOX ONE °
Xbox One Xbox 360 Ps3 P54 Wil

Parental controls setup links for the main laptop and tablet operating systems:

| i
v B X | X e
Windows 8

Windows 7 Windows 8 Mavericks Yosemite Windows 10




What you

can do... 1

© Install software to protect your computer’s security
© Be careful which sites the rest of the family visit

© Use a family email address for shopping and online
forms

© Use the free technology: pop-up blockers & SPAM
filters; and your good judgement: don’t reply to
SPAM!

© Check sites for extra security (Green padlock)




What you
cando...

. ]

©Talk to your children about what to do if they do come
across something unpleasant and teach them to be
critical. LITTLE & OFTEN!

©Use child-friendly search engines or set a search filter

© Encourage them to use browser tools — Bookmarks &
History

©lnstall filtering but don’t rely on it

©Find appropriate sites to visit and try not to overreact -
lots of inappropriate content viewed accidentally




What you
cando...

90090®

. 1

© Get involved with your children
online and encourage balanced use - set
time limits

© Make sure they know who to talk to if
they feel uncomfortable

©Talk about the consequences of giving
out personal info or making information
public

© Keep the usage in a family room

© Agree rules as a family - meeting up



SMART rules

eep safe by being careful not to give out personal
on - including full name and email address - to people
don’t trust online.

G- Meeting up with someone you have only been in touch
e can be dangerous. Only do so with your parent’s/carer’s
n and even then only when they can be present.

ING - Accepting e-mails, IM messages or opening
people you don’t know can be dangerous - they may
ruses or nasty messages!

LE - Someone online may be lying about who they
information you find on the internet may not be true.
ormation and advice on other websites, in books or ask
who may know.

Tell your parent/carer or teacher if someone or

g makes you feel uncomfortable or worried, or you or
someone you know is being cyberbullied.



Know where

to report

CLICK CEOP
Internet Safety v

REPORT

ABUSE

If you click on the button you will be reporting
a problem directly to someone at CEOP (the
Child Exploitation and Online Protection
Agency) You are then likely to be contacted by
a social worker or a police officer, to talk
through your report in more detail. They need
to do this to make sure you are safe.



About Safer IntemmetDay Blog Events Research GetlInvolved Trans

Q) UK Safer Internet Centre

Advice Centre  Hotline  Helpline  Pupil powered e-safety

Reporting

Reporting on social media

Find out more about how to report on the most popular social media apps in our safety tools guide.

Grooming or other illegal behaviour:

If you want to report someone who is behaving suspiciously online towards a child, you should in an emergency contact the emergency services by calling 999,
or otherwise make a report to CEOP, the Child Exploitation Online Protection Centre, see www.ceop.gov.uk.

Criminal content online:

Child sexual abuse images: If you stumble across criminal content online, you should report this to the Internet Watch Foundation
at www.iwf.org.uk/report. Criminal content in the UK includes child sexual abuse images, criminally obscene adult content as well as non-photographic child Iw
sexual abuse images. me

Online terrorism: You can report terrorism related content to the police’s Counter Terrorism Internet Referral Unit at www.gov.uk/report-terrorism.

Hate speech: Online content which incites hatred on the grounds of race, religion, disability, sexual orientation or gender should be reported to True Vision at www.report-
it.org.uk.

Media content inappropriate for children:

If you want to make a complaint about an advert, television or radio programme, film, newspaper, magazine, video game or other type of content that you think is
unsuitable for children to see or hear, you can report it through ParentPort at www.parentport.org.uk. Click on Make a Complaint and ParentPort will take you
straight to the right place to complain to.




More
resources...

www.childnet.com
www.kidsmart.org.uk
www.digizen.org
WWW.NSpPCC.co.uk




